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/*Example Code No.2*/

void function1(char *str)

{
char buffer[10];

strcpy(buffer,str);
}

void main()

char string1[256];

inti;

for(i=0;i<255;i++)

string1[i]='A";

function1(string1);
}
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[root@localhost] ./bufferoverfflow1

Segmentation fault (Core Dumped)
[root@localhost]
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/*Example Code No.1*/
void main(int arg
c, char *argv)
{
char *somevar;
char *important;
somevar = (char *)malloc(sizeof(char)*4);
important = (char *)malloc(sizeof(char)*14);
strcpy(important, "command");/*This one is the important
variable*/
sterpy(somevar, argv([1]);
}
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main (int argc, char *argv)
{

char *somevar;

char *important;

somevar=(char *)malloc(sizeof(char)*4);

important=(char *)malloc(sizeof(char)*14);

printf("%p\n%p", somevar, important);

exit(0);
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[root@localhost] ./bufferoverfflow2

0x8049700 < This is the address of somevar
0x8049710 < This is the address of important
[root@localhost]
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main(int argc, char *argv)

{

char *somevar;

char *important;

char *temp; /* will need another variable */
somevar=(char *)malloc(sizeof(char)*4);

important=(char *)malloc(sizeof(char)*14);
strcpy(important, "command"); /*This one is the important
variable*/

sterpy(str, argv[1]);

printf("%p\n%p\n", somevar, important);

printf("Starting To Print memory address:\n");

temp = somevar; /* this will put temp at the first memory address we want

*/
while(temp < important + 14) {

/* this loop will be broken when we get to the last memory address we




want, last memory address of important variable */
printf("%p: %c (0x%x)\n", temp, *temp, *(unsigned int*)temp);
temp++;

}

exit(0);

}

‘Jjjhﬂﬁ‘dm‘eijm.ﬁﬁgw)L‘-.‘_)JQJA’-AJJ:‘“J‘—&:’&I'gV[I] Lg\_),\db
P s 353 Ola i ad )

[root@localhost]./bufferoverflow3 send )
A0S il 5 sl sl o L a1 ) eas A

[root@localhost]./bufferoverflow3 send
0x8049700

0x8049710

Starting To Print memory address:

0x8049700:
0x8049701:
0x8049702:
0x8049703:
0x8049704:
0x8049705:

s (0x616¢c62)
e (0x616¢)
n (0x61) <---- each of this lines represent a memory address
d (0x0)
(0x0)
(0x0)

0x8049706:
0x8049707:
0x8049708:
0x8049709:
0x804970a:
0x804970b:
0x804970c:
0x804970d:
0x804970e:

0x804970f:

0x8049710:
0x8049711:
0x8049712:
0x8049713:
0x8049714:
0x8049715:
0x8049716:
0x8049717:
0x8049718:
0x8049719:
0x804971a:
0x804971b
0x804971c:
0x804971d:

(0x0)
(0x0)
(0x0)
(0x19000000)
(0x190000)
(0x1900)
(0x19)
(0x63000000)
(0x6f630000)
(0x6d6f6300)
¢ (0x6d6d6f63)
0 (0x616d6d6f)
m (0x6e616d6d)
m (0x646e616d)
a (0x646e61)
n (0x646¢€)
d (0x64)
(0x0)
(0x0)
(0x0)
(0x0)
(0x0)
(0x0)
(0x0)
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0x8049700
0x8049710
Starting To Print memory address:

0x8049700: s (0x646e6573)
0x8049701: e (0x2d646e65)
0x8049702: n (0x2d2d646e)
0x8049703: d (0x2d2d2d64)
0x8049704: - (0x2d2d2d2d)
0x8049705: - (0x2d2d2d2d)
0x8049706: - (0x2d2d2d2d)
0x8049707: - (0x2d2d2d2d)
0x8049708: - (0x2d2d2d2d)
0x8049709: - (0x2d2d2d2d)
0x804970a: - (0x2d2d2d2d)
0x804970b: - (0x2d2d2d2d)
0x804970c: - (0x2d2d2d2d)
0x804970d: - (Ox6e2d2d2d)
0x804970e: - (0x656e2d2d)
0x804970f: - (0x77656e2d)
0x8049710: n (0x6377656€) <--- memory address where important variable starts
0x8049711: e (0x6f637765)
0x8049712: w (0x6d6f6377)
0x8049713: ¢ (0x6d6d6f63)
0x8049714: o (0x616d6d6f)
0x8049715: m (0x6e616d6d)
0x8049716: m (0x646e616d)
0x8049717: a (0x646e61)
0x8049718: n (0x646e)
0x8049719: d (0x64)
0x804971a: (0x0)
0x804971b: (0x0)
0x804971c: (0x0)
0x804971d: (0x0)
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strcpy(somevar, argv[1]);

strcpy(important, "command");
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Strepy() (1

Strncat() (2

Strcat() (3

Strncat() (4

(v)sprint() (5

(v)sprintf() (6

Sscanf() (7

Vscanf() (8

Fscanf() (9

Gets() (10

Fgets() (11
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